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2 INTRODICTION

2.1 Overview andBackground

The{f 2 OA £ { SOdzNX (i @ HecRoyiid Qoksani Bébed SBArifictian (ECBSV) service
providesPermitted Entities wh the capability to perform realime Social Secuyi Number (SSN)
verifications. TheeCBS¢erviceis a Representational S&aTransfer (REST) servioeverify whether

the name,date ofbirth, and SSN obtained from a consentdgmberholdemrmatches the data s it

F LIS NBE AY '{RIRAGIEA 2NB OINRaA AT {{! Qd NBO2NRa aKz2g i
indicator will be provided to the customer as part of the verification.

In the Expanded Rollout, SSA will send email invitations to directly enroll in eCBSV to companies

who applied during the initial application period in July 2019. In the future, SSA may announce

open direct enroliment periods on its eCBSV websithe diagram displayed below provides a high

level view of the steps required to use the eCBSV service:

REGISTRATION ENROLLMENT VERIFICATIONS
X 7 B >
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S
Financial Institution
(FI) Registration

Indirect Customer

Hgure-2.1 Overview of required step to use eCBSV

More information about eCBSV progrand business processay be found at the following link:
https://www.ssa.gov/dataexchange/eCBSV/

= NOTEFinancial Institutions have the option adirectly participatein the

/
“ > eCBSV prograthrough a Service ProviddPlease see Appendix A for mor

information about the Indirect Registration for Financial Institutions.


https://www.ssa.gov/dataexchange/eCBSV/

2.2 Recommaded Technical Expertise

Social Security recommends that easttity wishing todirectly enrollin theeCBS\rogram
havefamiliarity with the following concepts:

1

=

= =4 =4 =4

Extended Validation SSL certificates

OpenlD Connect specification (OIDC), including Discovery, Dynamic Client Registration, and
Authorization Code Flow

JSON Web Tokens (JWTs)

OAuth 2, including JWT client assentio

Understanding of REST API requests and responses (JSON) and headers

JSON Web Encryption (JWE)




3 REGISTRATI@QNECHINCAL SPECIFICATION

3.1 ProcesDverview

The diagram displayed below providbe highlevelsteps required by an Entity tegister to use

the eCBSV service:

OIDC Testing
Entity successfully tests
using the OIDC Validation

Entity Registration
Direct Customer uses eCBSV
Entity Registration page to

Y

Successful Registration
produces:

* QAuth Client ID

_“ﬂ

e

Entity Registration Complete
Entity is ready to begin eCBSV
Enrollment in Customer

= Receive link to FI Registration page

Connection
(for Service Providers only)

(Section 3.0)

register in production

Webpage

Figure3.1- Procesverview for Entity Registration




3.2 Registration Flow

(Refer to Figure 1 below)

During registration of an Entity, the SSA system will:

1 Verify that Extended Validation (EV) $8ttificates are in place at relevant domains

1 Create an SSA client in the Entity's OIDC Identity Provider (IdP) through dynamic client

registration

1 Create a mapping from the Entity's email domain to the Entity's OIDC IdP login page to
facilitate the enduser authentication code flow

1 Create the Entity'©Auth dent ID in the SSA authentication layer awdail it to the Entity
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.
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Figurel.2 - Registration Flow




3.3 EndUser Authorization Code Flow

(Refer to Figure 2 below)

In the enduser authorization code flowhe user is prompted to enter a corporate email address at

SSA's user interface. The user is redirected to the Entity's OIDC IdP, where they can present their
credentials to obtain an ahbrization code. SSA's authentication layer can use the authorization
code to obtain a token from the Entity's OIDC IdP to verify and allow access to the eCBSV Customer

Connection portal. For moreinformation, pleasesee section 5.2
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Figure 3.3 Authentication Code Flow




3.4 Machine-to-Machine Flow

(Refer to Figure 3 below)

In machineto-machine flows, the Entity's client application creates a client assertion JSON Web
Token (JWT) using a designated issuer URL and signing key (that the OIDC IdP serves at its JWKs
endpoint). That JWT is presented t8/8s authentication layer to obtain an access token, which can

then be used in REST calls to eCBSV services along with the Exchange ID received after completing

enrollment.

Registration

M2M Flow Registration Auth Code
Data Flow Flow
LI
(Production Env
Client Application QIDC IdP

|

:[
N y

L&

Client
| Assertion JWT

1. Get Token with
Client Assertion
JWT

2. Retu

N Token

3. Get Resaurce

with Token

JWKS

[Registration UI) [Customer UI]

[Registration Service

)

Figure3. 4- Machine to Machine Flow

Exchange 1D




3.5 Full Systems Flow Diagram

(Refer toFigure 4 below)
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3.6 Open ID Connect Provider

In order to login with a corporate identity to access SSA's business services, entities are required
to host an OpenlD Connect Provider (OP) that supports thewirly capabilities:

1 Dynamic Client Reqistration
1 Authentication using the Authorization Code Flow

|
REQUIREDefer to the OIDC Technical Specifications in the tal€BSV OpenlD
/ Connect Requirements Summatg ensure the requisite criteria are metb
‘ e register with eCBSMn some cases, the OIDC Connect Configuration specificatic
‘ -

for eCBSV differ from OIDC/JWT specifications.

In order to support these features, the entiyUSThost and implement the followigp endpoints:

Well known OpenID Configuration Endpoint
Dynamic Client Registration Endpoint
JWKS Endpoint

Authorization Endpoint

Token Endpoint

Userinfo Endpoint

= =4 =4 -8 A A

The entityMUSTuseExtended Validation (EV) SSL certificedesndpoint authentication and
utilize TLS 1Zor any communication with these endpoints. The Extended Validation (EV)
certificateMUSTconform to the specification defined mntity Extended Validation Certificate
Requirementsand be issued from a supported certificate authority defined in Appendix B of this
document.

/_NOTE:¢2 &adz00S&afdAteé NBEIAAGSNE (K
“ «~ Company name othe EV certificatioMUSTbe an exact match.

rAa.

meet the requirements defined hereather than attempting to develop their own

V4 It isstrongly recommendedhat entities use one of the many OpenID Connect
“ : Provider products, Sa@3oviders or open source projects available thast READY
‘ solution.

1TLS 1.3 will be required by January 1, 2024 asl[s&F SP 8682 Rev. hiere SSA may offer TLS 1.3 as an option
prior to that date.
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https://openid.net/specs/openid-connect-registration-1_0.html
https://openid.net/specs/openid-connect-core-1_0.html#CodeFlowAuth
https://cabforum.org/wp-content/uploads/CA-Browser-Forum-EV-Guidelines-v1.7.0.pdf
https://cabforum.org/wp-content/uploads/CA-Browser-Forum-EV-Guidelines-v1.7.0.pdf
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-52r2.pdf
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3.7 eCBSV OpenlID Connect Requirements Summary

OIDC/IWT Specification | EAZE/eCBSS8pecification

OIDC/JWT Specification Ite

Requirement Requirement
ENDPOINTS
EV SSL Certificates Not required(TODO Reference’ EV SSL Certificates
TLS TLSs requiredVersion is not TLS 1.2
dictated. (This is a NIST Requirement
OIDC CONFIG
token_endpoint REQUIREDNIess only the REQUIREBecause
Implicit Flow is used Authorization Code Flow is
used
userinfo_endpoint RECOMMENDED REQUIRED
registration_endpoint RECOMMENDED REQUIRED

Needed to create Auth Code
SSA client dEntity IdP

grant_types_supported Dynamic OpenID Providers MU. REQUIRED
support theauthorization_code
token_endpoint_auth_metho OPTIONAL REQUIRED
ds_supported Must @ntain
client_secret_post
scopes_supported RECOMMENDED REQUIRED

Mustcontain
openid,email,roles
DYNAMIC CLIENT REGISTRATION
client_secret OPTIONAL REQUIREfr Auth Code Flow

client_secret_expires_at REQUIRED if client_secret is MUST b&®
issued


https://openid.net/specs/openid-connect-core-1_0.html#TLSRequirements
https://openid.net/specs/openid-connect-core-1_0.html#TLSRequirements

JWKS ENDPOINT

R256 sig &ys No specification Keysmust expire after 367
days and rotate

AUTHORIZATION ENDPOINT

state RECOMMENDED REQUIRED
nonce OPTIONAL REQUIRED

CLIENT ASSERTION JWT

Kid (key) Essentially optional. THed must REQUIRED

b_e available but r_10t necessatril Signed by &id (key) available
via JWKS endpoint or the JWK at the JWKS Endpoint

endpoint as an IdP.

iss(issuer) REQUIRED, though not iss(issuer) must match the
necessarily an IdP Issuer URI OIDC IdP Issuer URL

3.8 OIDC Discovery

The wellknown OpenlID Configuration endpoiJSTconform toSection 4.1 of the OpenlID
Connect Discovergpecification.

The endpoinMUSTrespond toGETrequests at the pati.well -known/openid-configuration
and MUSTserve a valid OpenID Configuration document as describ8ddtion 4.2

The entityMUSTsupport all theREQUIREiluesdescribed irSection 3as well as the following
ADDITIONALalues:

1 token_endpoint
This valueMUSTbe the URL of th&oken endpoint(required to support the authorization
code flow).

=

userinfo_endpoint
This valueMUSTbe the URL of th&serlnfo endpoi.

==

registration_endpoint
This valueMUSTbe the URL ahe Dynamics Client Reqistration endpoint

=

grant_types_supported
At a minimum, the entitMUSTsupport theauthorization_codegrant type.



https://tools.ietf.org/html/rfc7523#section-3
https://tools.ietf.org/html/rfc7523#section-3
https://openid.net/specs/openid-connect-discovery-1_0.html#ProviderConfigurationRequest
https://openid.net/specs/openid-connect-discovery-1_0.html#ProviderConfigurationRequest
https://openid.net/specs/openid-connect-discovery-1_0.html#ProviderConfigurationResponse
https://openid.net/specs/openid-connect-discovery-1_0.html#ProviderMetadata

1 scopes_supported
At a minimumthe entity MUSTsupport theopenid email, androlesscopes.

o EntitiesMUSTensure controls are in place to properly set attributes that allow
Authorized Users access to the eCBSV ser@ee.the user agreement for more
information.

1 userinfo_signing_alg_values_supported
At a minimum, the etity MUSTsupportthe RS25&igning algorithm.

71 token_endpoint_auth_methods_supported
At a minimum, the entitMUSTsupport theclient_secret_posinethod.

1 claim_types_supported
The entityMUSTsupportnormalclaims. If omitted, SSA assumes ardymalclaims. The SSA
RPwill ignoredistributedclaims.

3.9 Dynamic Client Registration Endpoint

The entityMUSThost a dynamic client registration endpoint in accordance W@ #ttion 3 of the
OpenlD Connect Dynamic Client Registraticthe endpointMUSTuse TLS 122and MUSTbe

secured using an EV SSL certificate. The URL for this endpldBT match the value of the
registration_endpointin the OpenlD Connect configuration document.

The entity mayOPTIONALLprovide an Initial Access Token or other Authorizatieader during

SydAaide NBIAAGNI GAZ2Y GgKAOK NBalGNAROGA ReylYAO Of .
entity may also restrict dynamic client registration calls to only be permitted from SSA source IP
addresses in the CIDR blot®7.200.0.0/%6.

The entityMUSTsupport all theREQUIREilues described iBection 3.2as well as the following
ADDITIONAkalues:

7 client_secret
This value along with thelient_id, MUSTbe unique for the SSA RP. Furthermore, this value
MUSTbe confidential and issued in accordance wvthction 5.1.4.2.2 of RFC 6819

2TLS 1.3 will be required by January 1, 2024 asl[i&F SP 8682 Rev. here SSA may offer TLS 1.3 as an option
prior to that date.
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https://openid.net/specs/openid-connect-registration-1_0.html#ClientRegistration
https://openid.net/specs/openid-connect-registration-1_0.html#ClientRegistration
https://openid.net/specs/openid-connect-registration-1_0.html#RegistrationResponse
https://tools.ietf.org/html/rfc6819#section-5.1.4.2.2
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-52r2.pdf

1 client_secret_expires_at
This value is required to lf& indicating that the client secret does not expire.

If aclient_secretis compromised, the entitsHALimmediately take the following action:

1 Notify SSA of the compromisetient_secré¢ value.
1 Expire theclient_secretto force reauthentication.

3.10 JSON Web Key Set (JWKS) Endpoint

The entityMUSThost a JSON Web Key Set (JWKS) endpoint that conforms to the specification
defined inSection 5 of REC 751The endpointMUSTuse TLS 1.2nd MUSTbe secured using an

EV SSL certificate. The URL for this endddid&Tmatch the value ojwks_uriin the OpenID
Connect configuration document.

The array oKEYSetrieved from the endpoinMUSTcontain at leastONEISON Web Key (JWK)
value that utilizeshe RSASSRKCSY1 5 scheme as defined $ection 3.3 of RFC 7518

The entityMUSTspecify the following attribute values for the key(s):

1 use
This valueMUSTbe sigfor the key.
T alg

This valueMUSThe RS256dor the key.

The entity OP must use the associated private key to sign any JISON Web Tokens (JWTSs) (such as the
id_token or user's claims) when communicating with SSA. SSA will utilize the public keys to verify
the signature of thed WT.The entity must not disclose the private keys used for signing to any third
parties.

Finally, the keyMUSTEXPIREfter a maximum of 367 days aiMlUSTbe ROTATERccordingly.

It is recommended that both the expiring and new keys be available dudtagion to avoid
interruption of service.

In the case that a private key is compromised, the erSilJALLimmediately take the following
action:

1 Notify SSA immediately of the public key that corresponds to the compromised private key.

Delist the compromisd key at the JWKS endpoint.

1 Generate a new publiprivate key pair (in accordance with the specifications described
above) and list the new public key at the JWKS endpoint.

==

15


https://tools.ietf.org/html/rfc7517#section-5
https://tools.ietf.org/html/rfc7518#section-3.3

3.11 Authorization Endpoint

The entity MUSThost an Authorization endpoint that conforms to the specification defined in
Section3.1.2 of OpenlD Connect CofEhe endpoinMUSTuse TLS 132ndMUSThesecured using
an EV certificate. The URL for this endpMtSTmatch the value ohuthorization endpointin the
OpenID Connect configuration document. The endpdi)ST support authentication using
Authorization Code Flovas defined in SectioB.1.1 of OpenlD Connect Core

The entity MUST support Authentication requests with all tHREQUIRERalues described
in Section 3.1.2.1 of OpenlD Connect Caswell as théollowing ADDITIONALalues:

1 state
This value is used to mitigate Cre3ite Request Forgery (CSRF) attackdvln8Tbe passed
asis when the entity OP invokes the callback specified inrét#rect_uriAuthentication
request parameter.

f nonce
The value is passed through unmodified from the Authenticatemjuest to the ID Token.

The following value IRECOMMENDED order to improve user experience:

1 login_hint
This is a hint about the login identifier that tlemd-usermight use to log in (typically a
corporate email address).

If the end-useris authenticated successfully, the entity @RJSTrespond to an Authentication
request with a valid success response in accordancedthion 3.1.2.5 of OpenlD Connect Core

If the Authentication request object coming from the SSA Relying Party (RP) is invalid or there is an
error during authentication, the entity ORMUSTrespond with a valid error response as defined
in Section 3.1.2.6 of OpenlID Connect Core

3TLS 1.3 will be required by January 1, 2024 asl[i&F SP 8682 Rev. here SSA may offer TLS 1.3 as an option
prior to that date.
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https://openid.net/specs/openid-connect-core-1_0.html#AuthorizationEndpoint
https://openid.net/specs/openid-connect-core-1_0.html#CodeFlowSteps
https://openid.net/specs/openid-connect-core-1_0.html#AuthRequest
https://openid.net/specs/openid-connect-core-1_0.html#AuthResponse
https://openid.net/specs/openid-connect-core-1_0.html#AuthError
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-52r2.pdf

3.12 Token Endpoint

The entityMUSThost a Token endpoint that conforms to the specification defineSdntion 3.1.3

of OpenlD Connect Cordhe endpointMUSTuse TLS 1.2nd MUSTbe secured using an EV
certificate. The URL for this endpoiMUSTmatch the value ofoken_endpointin the OpenID
Connect configuration document. The entity @R STvalidate all Token requests from the SSA RP
in accordance wittSection 3.1.3.2 of OpenlD Connect CoFurthermorethe endpoint MUST
authenticate Token requests from tf®A RP using tbient_secret_postmethod defined m
Section 9 of OpenID Connect Core

If the Token request was successfully validated, the entifOB Trespond with a valid success
response in accordance withection 3.1.3.3 of OpenlD Connect Core

If the Token requestbject coming from the SSA RP is invalid or there is an error during validation,
the entity OPMUSTrespmd with a valid error response as defined3action 3.1.3.4 of OpenlID
Connect Core

3.13 Userinfo Endpoint

The entityMUSThost a Userinf@ndpoint that conforms to the specification definedSection 5.3

of OpenlD Connect Cor&he endpointMUSTuse TLS 1%2and MUSTbe secured using an EV
certificate. TheURL for this endpoilUSTmatch the value ofiserinfo_endpointin the OpenlD
Connect configuration documerithe entity OMUSTauthorize all Userinfo requests from the SSA
RP via an OAuth 2.0 Bearer Token as specifidéi 6750

If the Userinfo request was successfully authorized the entityMMSTrespond with a valid
Userinfo response in accordance wihcton 5.3.2 of OpenlD Connect CorAt a minimum, the
entity OPMUSTuse JSON format and sign all Userinfo response objects. As such, the ¢gpgent
header for the HTTP respons®JSTbe application/jwt . As defined in the specification the signed
responseMUSTincludeiss(issuer) andhud (audience) claims.

If the Userinforequestobject coming from the SSA RP is invalid or there is an error during
authorization, the entity ORIUSTrespond with a valid error response as definedgacton 5.3.3
of OpenID Connect Core

/
= NOTEEntitiesCANNO™Move forward until technicalevelopment from
“ ™ this sectiorhas been completed

4TLS 1.3 will be required by January 1, 2024 asl&F SP 8P Rev. 2SSA may offer TLS 1.3 as an
option prior to that date.
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https://openid.net/specs/openid-connect-core-1_0.html#TokenEndpoint
https://openid.net/specs/openid-connect-core-1_0.html#TokenEndpoint
https://openid.net/specs/openid-connect-core-1_0.html#TokenRequestValidation
https://openid.net/specs/openid-connect-core-1_0.html#ClientAuthentication
https://openid.net/specs/openid-connect-core-1_0.html#TokenResponse
https://openid.net/specs/openid-connect-core-1_0.html#TokenErrorResponse
https://openid.net/specs/openid-connect-core-1_0.html#TokenErrorResponse
https://openid.net/specs/openid-connect-core-1_0.html#UserInfo
https://openid.net/specs/openid-connect-core-1_0.html#UserInfo
https://tools.ietf.org/html/rfc6750
https://openid.net/specs/openid-connect-core-1_0.html#UserInfoResponse
https://openid.net/specs/openid-connect-core-1_0.html#UserInfoError
https://openid.net/specs/openid-connect-core-1_0.html#UserInfoError
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-52r2.pdf

4 REGISTRATIQNEST SERVICE

4.1 Entity OIDQURL Vali@tion Tool

Once an entity hamet all prerequisiteand completed their development as specifiedsattion
3 of this document, the entity is highly encouraged to test prior to attempting to register in
Production. Th& y (i A (i @UREandDynamic Client Registration Authorization Header
Credentialshouldbe tested to ensure there are no issym®or to attempting registration in
productionin order to prevent business downtime

A link to the OIDC URL Validatidmoolis found here.

4.2 OIDCValidation Tool Screen Shots

1. Enter OIDC Provider Issuer URL

) Social Security
Entity OpenlID Connect (OIDC) Validation

Please enter OIDC details below

OIDC Provider Issuer URL

Perform Dynamic Client Registration
Disclaimer: By checking this box you acknowledge that this will create a test client ID in the Entity OIDC Provider, which must be deleted before
registration with SSAs production environment.

Dynamic Client Registration Authorization Header Credentials (Optional):

Optional header to be included in the dynamic client registration request made to the Entity OIDC Provider. For instance: Bearer eylhbG

Validate

OME No. 0000-0000  Privacy Policy  Accessibility Help



https://secure.ssa.gov/acu/ACU_OIDC_VALIDATOR/validate

2. Validation Successful

@ Social Security

Entity OpenID Connect (OIDC) Validation

OIDC Provider Issuer URL: https://oidc.example.com

Message: Validation successful

Back

OMB No. 0000-0000 Privacy Poicy  Accessibity Heip

3. Invald Issuer URL ValidatignFailure Message

@ Social Security
Entity OpenID Connect (OIDC) Validation

0IDC Provider Issuer URL: https:loidc. example.com

Message:
[
{
"code": "488.1.1",
“message”: “The OIDC configuration can not be retrieved with a GET request from URL https://oide.exar
"detail": "The OIDC configuration at https://oidc.example.com can not be retrieved.”,
"help"s %,
"field": ""

OMB No 0000-0000  Privacy Poiicy  Accessibity Help




4. Enter Dynamic Client Registration Authorization Header Credef@plt$onal)

@ Social Security
Entity OpenID Connect (OIDC) Validation
Please enter OIDC details below

0IDC Provider Issuer URL
[htpsiloide_example.com |

® perform Dynamic Client Registration
m Ly crocking thes box you acknowiedgo thar the wil croate a test clent 1D 1 the Entty OIDC Provder. which muzt be deletod before

wih S5A

Dynamic Client Registration Authorization Header Credentials (Optional):

Optoral header 1o be 2 g 0 e Ertity ODC Pooreder For imntance: Bascer wyhtG.
Bearer

eyJhbGeiOiSUzI INLS. eprcsMIOUolewnvaSZhbHdzLmMnNzYSSMYBNDOSLZWXRoLJ
Rva2Vuliwic3ViljioiOUUzMzMyli IAZMAZMDUWLCJuYmYiOjE2MDMyMDQyNTAsImIhd
CIBMTYwMzI

4

OMB No. 0000-0000  Privacy Polcy  Accessibiity Help

5. Validation Successful

@ Social Security

Entity OpenlID Connect (OIDC) Validation

OIDC Provider Issuer URL: https://oidc.example.com

Message: Validation successful

Back

OMB No. 0000-0000 Privacy Poiicy  Accessibity Help




L —

6. Validation Failure
Social Security
Entity OpenlID Connect (OIDC) Validation

OIDC Provider Issuer URL: https:/oidc.example.com
Message:

‘

code": “400.1.10",

e": “Failed POST request for the Dynamic Client Registration Endpoint.”,

":"The POST to Dynamic Client Registration endpoint https://oidc.example.com failed with the

COOU-0000 Vacy PoiC ACOBSS

4.3 OIDC Issuer URL Web Page Error Codes and Exception Handling

The test validation process will provide an Error Code with a corresponding http code indicating
that there is a problem with the OIDC Issuer URL, the EV SSL certificate, and/or the Dynamic
Client Registration Authorization Header Credential.

400.1.0 | The issuer URL must be a valid URL 400
400.1.1 | Failed GET request for the OIDC configuration 400
400.1.2 The OIDC configuration is missing the following c[&td] 400
400.1.3 | The OIDC configuration clajafield] must containa value 400
400.1.4 | The JWKS @tRL]cannot be retrieved 400
400.1.5 | The JWKS must contain at least one key 400
400.1.6 | The JWKS should have a key with alg:RS256 and use:sig 400
400.1.7 The following URL failed the SSL Validation SdtJiRe] 400
400.1.10 | Failed POST request for the Dynamic Client Registration Endpoin 400
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The Dynamic client registration response does not meet out

400.1.11 requirements[Afield] is null 400
400.1.12 The pynamlc client registration response does not meet out 400
requirements.
400.1.14 | The issuer URL must be provided 400
400.1.15 | The domaimame must be provided 400
400.2.0 | URL must not be empty 400
400.2.1 URL must be a valid HTTPS URL 400
400.2.2 | A connection could not be established to the given URL 400
400.2.4 | The certificate at the given URL could not be parsed 400
400.2.5 | Thecertificates for the given URL could not be retrieved 400
400.2.6 The certificate at the given URL is not an Extended Validation 400
o Certificate from an SSA trusted Certificate Authority
400.2.7 The certificate at the given URL is untrusted 400
400.2.8 A co_nnectlon could not be made to a valid hostname using the 400
provided URL
Authentication Failure. Occurs when no valid bearer token is prov
401 ) 401
with the request
Authorization Failure. Occurs when a valid bearer token is provide
403 with the request, but the token does not have the roéguired to 403
access the resource
404 Not Found 404
500 Internal Server Error 500
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4.4 Successful Test and Next Steps

When a successful validation message is displayed at the bottom of the screen the entity MUST
complete the following steps to continue with the registration process:

1. Entity MUST delete th® AuthClient ID generated during validation testing
2. Access the eCB'Entity Registration webpage to register in production

1 The link to the eCBSV Entity Registration webpage can be found in the Expanded Roll
Out invitation email provided by the @BSV mailbox

1 Screen shots of the Entity Registration webpage cambed in the eCBSV Screen
Package (Appendix C)

/_ NOTE:To successfully registér Productiort GKS SyiaAdGeQ:
“ «~ andthe company name on the EV certificatlSTbe an exact match.
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5 ENROLLMENG@ CUSTOMER CONNECTION

5.1 Enrollment: Customer Connection Overview

Once successfully register@d production the entity isready to complete the eCBSV Enroliment
Processn the eCBSV Custom@pnnection

The eCBSV Customer Connectioan automated workflow tool thatill guide the enity through the
enrollment process. During the enrollment process,dhéty is required toprovidetheir Permitted
Entity Certification, sign the User Agreement, and purchase the Tier Subscription.

The eCBSV Custont@onnectiorscreenscan be viewedn the eCBSV Screen PackaggpendixC)

a2NB AYyF2NXIGA2Y Fo2dzi GKS S/ .{+ 9yNRffYSyil LINJ
https://www.ssa.gov/dataexchange/eCBSV/

5.2 Customer ConnectionEndUser Authorization Codéntegration

Access theCustomer Connectiofollows theend-user authorization code flow, as displayed on the
system diagram iection 3.3, Figure-2.

To access the Customer Connectientjties needto configurethe 9 y (i JOIDE @RedirectURI
andid token JWTerthe information below:

9 Vv (i JOIDE @iRedirect URIRequirements

When attempting to access the eCBSV Customer Connect portal (URL provided in the next
section), theuse is prompted to enter @orporateemail address.  Ugn submit, theuser is
redirected to the Entity's OIDC IdP. The redirected URbe@tdOIDQoarametersbelow:

1 redirect uric9 Yy GA 0@ Q& hL5/ L Rtthe @diréct uricn&tShésithe A F G K S
one registered with the OIDC Client (client_id below). After successful

authentication at IdP, the requesiill be redirected to this redirect_uri.

Authorization code& state should be includeds part of theJR.

client idc{ { ! Q& h id§dynafitally3egistered

response_type code

state ¢ alpha numeric characters; should be included in the response to redirect

URL along with the authorization code

login_hint¢! 8 SNRa SYRAXZ k RPALIKNES LRt Qa f23Ay T
nonceg alphanumeric characters

= =4 =4 A

= =

Sample rdirect URprovided here:
https://oidc.entityl.com/authorize®oncesjNBeTYDalL RO&Rlirect uriEhttps%3A%2F%2F
apiauth.ssa.gov%2Fisam%2Fsps%2Foidc%2Frp%2FEAZE%2Fredirect%2Fentidgfiaccomé&
nse_typecodedstate=****& scope-openidemail+rolesdogin _hinttest%40entityl.comé&

CI | e nt | d:****************

24


https://www.ssa.gov/dataexchange/eCBSV/
https://oidc.entity1.com/authorize?nonce=jNBeTYDaLRQ8&redirect_uri=https%3A%2F%2Fapiauth.ssa.gov%2Fisam%2Fsps%2Foidc%2Frp%2FEAZE%2Fredirect%2Fentity1.com&response_type=code&state=****&scope=openid+email+roles&login_hint=test%40entity1.com&client_id=****************
https://oidc.entity1.com/authorize?nonce=jNBeTYDaLRQ8&redirect_uri=https%3A%2F%2Fapiauth.ssa.gov%2Fisam%2Fsps%2Foidc%2Frp%2FEAZE%2Fredirect%2Fentity1.com&response_type=code&state=****&scope=openid+email+roles&login_hint=test%40entity1.com&client_id=****************
https://oidc.entity1.com/authorize?nonce=jNBeTYDaLRQ8&redirect_uri=https%3A%2F%2Fapiauth.ssa.gov%2Fisam%2Fsps%2Foidc%2Frp%2FEAZE%2Fredirect%2Fentity1.com&response_type=code&state=****&scope=openid+email+roles&login_hint=test%40entity1.com&client_id=****************
https://oidc.entity1.com/authorize?nonce=jNBeTYDaLRQ8&redirect_uri=https%3A%2F%2Fapiauth.ssa.gov%2Fisam%2Fsps%2Foidc%2Frp%2FEAZE%2Fredirect%2Fentity1.com&response_type=code&state=****&scope=openid+email+roles&login_hint=test%40entity1.com&client_id=****************

id token JWTRequirements

T

T

The JWT head@MUSThave the following attributes:
o algThis value MUST be RS256.
0 typ This value MUST be JWT.

The JWT bodylUSThave the following claims:
o] issThp iss,uer of this JWT. This value MUST be the same issuer URL as specified in the
9yuAueQa hLS5/ [/ 2y FAIAINI UAZ2Y D
0 subThis is the Subject Ideptifier. Its vglue MUST be tbevautrlenticated user at ID
o0dzadzZ £t £ & dzaSNXRa SYFIAf | RRNkaaoo
0 audThisisthe Audienc®ISY GA FASNX LGa @I fdzS a!{¢ o
https://apiauth.ssa.gov/mga/sps/oauth/oauth20/token

0 expThis value MUST be the expiration time on or after which the JWT is not accepted
for processing and should be shdisted, on the order of a few minutes.

iat This value MUST be the time at which the JWT was issued.

given namet KA a @I f dzS adfifsthanmeeS ( KS dzd SN

family name¢ KA & @I fdzS a!{¢ 06S GKS dzasSNRa tlFad y
emailt KA&a OFtdS a'{¢ 68 G(KS dzaASNDA SYFAf | RR

(V)]

{{

O O O o

SAMPLE DECODED WM_token

{

}

{

alg": "RS256",
typ": "JWT"

"aud": "https://apiauth.ssa.gov/mga/sps/oautbauth20/token”,
"iss": "https://oidc.entityl.com/production”,

"sub": "test@entityl.com",

"exp": 1652799651,

iat": 1652799351,

"given_name": "John",
"family_name": "Doe",
"email": "test@entityl.com”
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https://apiauth.ssa.gov/mga/sps/oauth/oauth20/token

Below are the details of OIDC Authorization Code Flow:

1. & SNJ G NR S &s dugtomer GdhBeat &odiftps:/afiauth.ssa.gov/entityl ogin.htnpage

@ Social Security
Sign In to eCBSV Customer Connection

Please provide your Corporate Email ID

Email ID

Privacy Policy  Accessibility Help

2.User enters corporate email id and submits the form
Ex:test@entityl.com

3..NRPgaSNI y2g NBRANBOGA (GKS NBljdzSada G2 SyidraidemQa
info ¢ redirect_uri, client_id,response_type et¢SAMPLE:
https://oidc.entityl.com/authorize?nonce=jNBeTYDalL RQ8&redirect uri=https%3A%2F%2Fapiauth.
ssa.gov¥%2Fisam%2Fsps%2Foidc%2Frp%2FEAZEY%2Fredirect%2Fentityl.com&response_type=code&
state=****&scope=openid+email+roles&login_hint=test%40enfitcom&client id=rrr+xkkkkkkx

*kkk



https://apiauth.ssa.gov/entityLogin.html
mailto:test@entity1.com
https://oidc.entity1.com/authorize?nonce=jNBeTYDaLRQ8&redirect_uri=https%3A%2F%2Fapiauth.ssa.gov%2Fisam%2Fsps%2Foidc%2Frp%2FEAZE%2Fredirect%2Fentity1.com&response_type=code&state=****&scope=openid+email+roles&login_hint=test%40entity1.com&client_id=****************
https://oidc.entity1.com/authorize?nonce=jNBeTYDaLRQ8&redirect_uri=https%3A%2F%2Fapiauth.ssa.gov%2Fisam%2Fsps%2Foidc%2Frp%2FEAZE%2Fredirect%2Fentity1.com&response_type=code&state=****&scope=openid+email+roles&login_hint=test%40entity1.com&client_id=****************
https://oidc.entity1.com/authorize?nonce=jNBeTYDaLRQ8&redirect_uri=https%3A%2F%2Fapiauth.ssa.gov%2Fisam%2Fsps%2Foidc%2Frp%2FEAZE%2Fredirect%2Fentity1.com&response_type=code&state=****&scope=openid+email+roles&login_hint=test%40entity1.com&client_id=****************
https://oidc.entity1.com/authorize?nonce=jNBeTYDaLRQ8&redirect_uri=https%3A%2F%2Fapiauth.ssa.gov%2Fisam%2Fsps%2Foidc%2Frp%2FEAZE%2Fredirect%2Fentity1.com&response_type=code&state=****&scope=openid+email+roles&login_hint=test%40entity1.com&client_id=****************

—

4. User authenticates with the corresponding email id and associated password.

ENTITY1.COM

Username or email

Password

59yGAGemMQa hL5/ L5t akKz2dzZR @FfARIFIGS GKS ONBRSy
d NB R A N3 Qrovigedtidkhe initial request above. This redirected request should include the
FdziK2NRAT A2y O2&BMBLE{ ! Qa wSRANBOG ! w]
https://apiauth.ssa.qov/isam/sps/oidc/rp/EAZE/redirect/entityl.com?code=AUTHORIZATION COD
E_GENERATED_AT IDP&state=AS_INCLUDED _ IN_THE_INITIA) REQUEST

6.{{! Qa hL5/ wSfteAay3a t I NID®C okeh éndpyigréequeSting/ y SOG (2 S
id_token & access_token. This request includes the eade, AUTHORIZATION_CODE as provided
by entityl in the previous step.

79y GAdGemMQa hL5/ { SNIBSNJ &K2 dz i® tokeaigIJWNIrnatRd R 6 A i K
should be RS256 signed using the Certificate as indicated in the OIDC JWKS endpoint.

¢CKS ARypi21Sy aK2dZ R KemdilSgivanKrame!, famiilK riagialaim®aloingS R dza S N.
with the standardss, sub, aud, iat, explaims
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https://apiauth.ssa.gov/isam/sps/oidc/rp/EAZE/redirect/entity1.com?code=AUTHORIZATION_CODE_GENERATED_AT_IDP&state=AS_INCLUDED_IN_THE_INITIAL_REQUEST
https://apiauth.ssa.gov/isam/sps/oidc/rp/EAZE/redirect/entity1.com?code=AUTHORIZATION_CODE_GENERATED_AT_IDP&state=AS_INCLUDED_IN_THE_INITIAL_REQUEST

—

5.3 Accessing the CustomeZonnection

Once the steps in 5.2 are completeldetlink to the eCBSV Customer Connection is as follows:

eCBSV Customer Connection

https://apiauth.ssa.gov/entityLogin.html
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https://apiauth.ssa.gov/entityLogin.html

6 VERIFICATIOSERVICEAUTHORIZATION AND
ENCRYPTION

6.1 Machine-to-MachineIntegration

In machineto-machine flows, the Entity's client application creates a client assertion JSON Web
Token (JWT) using a designated issuer URL and signing key (that the OIDC IdP serves at its JWKs
endpoint). That JWT is presented to SSA's authentication layer to obtain an access token, which can
then be used in REST calls to eCBSV services along whikctieenge ID received after completing
enrollment. Please reference the System Diagram found in Appendix C of this document.

6.2 Production Endpoint

({1048 8/ .{+ ASNDAOS sAtt 068 I GLAtlofS 4 GKS ¥z

SERVICE ENDPOINT HEALTHPINGENDPOINT

https://ecbsvws.ssa.gov/eden/verify https://ecbsvws.ssa.gov/eden/ping

To consume the eCBSV service, the Entity's API client has to peseas token in the HTTP
Authorization header as a bearer token.

Please reference Section 10 of this document for more information about the Health Ping.

6.3 Obtaining Access Token (M2M Flow)Production

The API client will obtain the access token from SSAIlsth Authorization Server.

{{!' Q& h!dziK ! dziK2NAT FGA2Yy &SNBSNI gAftf o06S I Ol At}

SERVICE ENDPOINT

https://apiauth.ssa.gov/mga/sps/oauth/oauth20/token

{{!'Qa h!dziK ! dzZiK2NRT I G§A2Y JWINIZSIdbrDAUWNR.D Bliant G KS  W{
Authentication & Authorization Grantas described iRFC752%or issuing an access token and
uses the JIWT (JSON Web Token) format.
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https://ecbsvws.ssa.gov/eden/verify
https://ecbsvws.ssa.gov/eden/ping
https://apiauth.ssa.gov/mga/sps/oauth/oauth20/token
https://tools.ietf.org/html/rfc7523

¢tKS SydAiaideqa ! tidate With theSQAlth Althziidatioh Svet GsifigiHTTP POST to
the token endpoint. The following request parameters MUST be included:
1 grant_type- MUSTcontain the value "client_credentials”

1 client_assertion_type MUSTcontain the value "urn:ietf:params:o#tuclient-assertion
type:jwt-bearer"

1 client_assertion- MUSTcontain a single JW-Requirements for the content of this JWT are
described below.

If the request contains a client_id parameter, this client_id veWSTY | § OK G KS & adzo ¢ @I
in client_assertion.

client_assertion JWT requirements

T¢KS W2¢ a'!{¢ 06S aA3aySR 6AGK (GKS 9yiArdeqQa t NAOJI
F@LAflIofS G GKS 9ydAadeQa hLISyL5 /2yySOG 6hL5/
1 The JWT header MUST have the following attributes:
o alg This value MUST be RS256
o kid This value MUST be the Key ID of the Private Key used to sign the JWT
¢CKS 9yiGAdeQa hL5/ W2Y{ 9YyRLRAY(l a!{¢ KIFSBS I NB

corresponding Public Key information.

1 The JWT body MUST have the following claims:

0 iss The issuer of this JWT. This value MUST be the same issuer URL as specified in the
gy iAaidleQa hL5/ [/ 2yFAIdz2NI GA2Yy D

0 sub This is the Subject Identifier. Its value MUST bectieat id provided by SSA
following successful registration with the eCBSV service.

o aud¢C KA& A& GKS 1 dZRASYOS LRSYGAFASNI @1 fdzS | yR
Endpoint:https://apiauth.ssa.gov/mga/sps/oauth/oauth20/token

0 exp This value MUST be the expiration time orafier which the JWT is not accepted for
processing andhould be shorlived, on the order of a few minutes

o iat This value MUST be the time at which the JWT was issued

|
V4 NOTE The access token is valid for 30 minutes. A new token MUST be
‘ : requested at theend of its expiry for continued access.
‘ The signature of this token will be validated using the information in the
‘ Entity's JWKS endpoint (jwks_uri attribute in the Entity's OIDC configuratia
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https://apiauth.ssa.gov/mga/sps/oauth/oauth20/token

gy iAaGeQa !'tL OftASyd a!{¢ dzasS 9EGS
(SSL) certificates ftime OID@&ndpoinsand MUST utilize TLS 1ta
O02YYdzyAOFGS 6AGK {{! Qa h! dziilK ! dziiK

A you encounter an errowvhenaccessing thisndpoint, pleaseefer to the OAuth HTTP Error
Codedable, located irSection 4.3 of document.

6.4 Sample Requestto Production Endpoint

SAMPLE ACCESS TOKEN REQUEST

POST /mga/sps/oauth/oauth20/token HTTP/1.1

Host: apiauth.ssa.gov
ContentType: applicationxwww-form-urlencoded
Accept: application/json

‘grant_type=client_credentials&client_assertion_type=urn:ietf:params:oauth:claasertiontype:jwt-
bearer&

client_assertion=eyJraWQiOilyVOhQU...'

DECODED JWT IN CLIENT_ASSERTION FROM THE SAMPLE ABOVE
{

"kid":"2WHP5YmLrVhNIWmxWe01xeNY5angidKnS95511fY"
"alg™"RS256"

}

{
"iss""https://test.entity.com:7443/auth/realms/gcp;
"sub™"780e78d2007a49afbh9165cf36978705a"
"aud™"https://apiauth.ssa.gov/mga/sps/oauth/oauth20/token"
"exp"1570725265
"nbf":1570120405
"iat":1570120465

5TLS 1.3 will be required by January 1, 2024 asl[i&F SP 8682 Rev. here SSA may offer TLS 1.3 as an option
prior to that date.


https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-52r2.pdf

o —

SSA's OAuth Authorization server will verify the client assertion and issue the access token in JWT format.

ACCESS TOKEN RESPONSE
{

"access_token"eyJraWQiOiJaRVNkb3Y2dWJSQVEJrliwiYWxnljoiUIMyNTYifQ..."

i

"token_type""bearer",
"expires_in"1800

}

The entity's API Client can now include this JWT Access Token in HTTP Header and call SSA's eCBSV Service
(Ex: benhttps://ecbsvws.ssa.gov/eden/verify

ACCESS ECBSV SERVICE

GET /eCBSV HTTP/1.1

Host: ecbsvws.ssa.gov

ContentType: application/json

Accept: application/json

Authorization: BeareeyJraWQIiOiJaRVNkb3Y2dWJSQVVQcndxSFIILXNzTEJrliwiYWxnljoiUIMyNTYi
exchangelD: XXXXXXXX

externalTransactionID: XXXXXXXXXX
exchangelDralue is provided by SSA following successful registration with the eCBSV service.
exchangellHTTP header MUST be included.

The value foexternalTransactionllHTTP header is the entity's transaction ID. This is optional. This ID helps
in correlating regests and troubleshooting.


https://ecbsvws.ssa.gov/eden/verify

6.5 Encryption Requirements Production

The JSON data request payloadst be encrypted using JSON Web Encryption (JWE).

{{!'Qa LJzotAO W{hb 2S06 YSe& 6W2Y0 gAGK RSOGIFIAfa |
request pajoad will be available in the JSON Web Key Set (JWKS) endpoint:

JWKS ENDPOINT

https://apiauth.ssa.gov/mga/sps/jwks

\ | an error is encountered when accessing this endpoint:

1 Refer toOAuth HTTP Error Cod@able located in the Appendix
1 Followup witheCBSV Technical Supp@$ needed

ThiswilbeA Yy RAOF 6 SR 08& (GKS F GGNAKNOdzi Sk @It dzS adza S YE Sy

Error Code| Error Code Description http Code

400 Decryption failure 400

|
NOTE Thepublic keyto encrypt JSON payload shoualat be fetchedor every
/ requestas the encryption key is valid for a year.
= | The clienshouldobtainthe encryption public keycache it in memorgnd poll
“ s | every 24 hourslIf ithas changed, invalidate the cache and update with new
‘ key.

When SSA encryption key gets updated, client requests using the old encr
key will fail to decrypt at SSA. Clients should invalidate the cache and upd
with new key.

EXAMPLE:
{{'Q{ W2Y{ 9b5thLb¢ 2L¢I {LDbLbD 9 9b/w,tc¢Lhb

{
"keys"[

{
"kty":"RSA;
"kid":"gCMwMdeafQKPYjvnGORftNb8ILCDpY1HUGDMOBUEH8"
"use""sig",
"n":"vx3yHbw3fsowtlrz9Q82tvB2mPwCjWgUu3DhKHhvlquLmg5...kxAcB1UQ"
"e""AQAB"

2
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{
"kty":"RSA!
"kid":"ewznbJHWgP9CEa_zzWg27_9_g6ruxmz4G2gISXEMx0"
"use""enc",
"n":"mPeQtWxaX9STiill4EZhgt2FFwIMbhIQL I4tHfeCPYnXX...ltShSWh"
"e""AQAB"

}

]
}

Entities should include thdWKkey id ((dza S £ ) in 8¢ JIVE header.

Entities can use the following key management algorithm @tg)content encryption algorithm
(enc) combinations to encrypt the request payload as shown in the sample Bellgi'RS A
OAER256","enc":"A256GCM" is preferred.

Supported algorithm:

"alg":"RSAOCAEP;
"enc":"A256CB&HS512;
"kid":"ewznbJHwgP9CEa zzWg27_ 9 q6ruxmz4G2gISXEMx0"

}
{

alg""RSAOAEP;
"enc""A256GCM;'
"kid":"ewznbJHwgP9CEa_zzWg27_9 q6ruxmz4G2gISXEMx0"

alg""RSAOAER256",
"enc""A256CB@HS512!
"kid":"ewzn-bJHWgPICEa_zzWg27_9_qg6ruxmz4G2gISXEMX0"

"alg""RSAOAER256",
"enc""A256GCM"
"kid":"ewzn-bJHWgPICEa_zzWg27_9_g6ruxmz4G2gISXEMX0"

}

e




Sample request

BEARER JWT

POST /eden/verify HTTP/1.1

Host: ecbsvws.ssa.gov

Accept: application/json
Authorization:BearereyJraWQiOiJaRVNkb3Y2dWJSQVVQcndxSFILXNz TEJrliwiYWxnljoiUIMyN
exchangelD: XXXXXXXX

externalTransactionID: XXXXXXXXXX

eyJhbGciOiJSUOEtTOFFUCOYNTYILCJIbmMiOiJBMjU2RONNIiwia2lkljoiZXd6biliSkh3Z1A5Q0V
185X3E2cnV4bXo0RzINSVNYRU14MCRY@A3hm.sAALXJ1k

tkwgMKkMilyHR4L6109J6689..JIUYplIXT4B59xg.S8eKQhVpvdKC9gn9q9igKQ

COMPONENT SAMPLE JWE SNIPPET NOTES

JWE Header Decoded Value Base64 encoded
{
"alg":"RSAOAER256", ) _
"enc":"A256GCM" This header can also contain
"kid":"ewzn other attributes like Key 1D
bJHWOPOCEa zz2Wg27 9 q6ruxmzAG2gISXEMx( © @ 1 A Re 0 ¥ W{ |
} Set URL (jku) , (X.509

Certificate) x5c¢ etg and these
are Registered Header
Parameter Names
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7/ VERIFICATIOBERVICEREQUESTS ANRESPONSES

7.1 Data Content for Request

Description: This operation will verify an individual using the input SSN, Name, and Date of Birth

FI3FAy&ad {{!' Q& aladSNJCAtSao

Produces: application/json

The following datamust be transmitted in the Request to perform the SSN verification. Any
records with erroneous information will not be processed and will be returned to the customer.

Request Parameters

Field Name Description

Field Type| REQUIRED

[ Format

REQUEST HEADER

Provided by SSA after successful

exchangelD
enroliment.
A unigue access token which is valit
for 30 minutes.

Authorization

e.g. Bearer XXXXXXXXXXXXXXX]

Refer to section 3.Dbtaining Access
token

externalTrans An optional identifier field, as
actionlD generated by the user.

Identifying the content of the
ContentType payload as JSON. Only accept
d LILIX AOFGA2yka2azy

20

n/a

36

n/a

Alpha/
Numeric
(AIN)

AN

AIN

AN

REQ

REQ

OPT

(highly
recommend
-ed for
trouble-
shooting

REQ
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o —

Identifying the content of the
accept payload as JSON. Only accept n/a A/N REQ
O LILX AOFGA2yK2az2y

REQUEST BODY (PER TRANSACTION)

Employer Identification Number of
the entity that obtained the number

EIN Numeric RE
holder consent for matching in the Q
verification service.

REQUEST BODY (PER RECORD)

OPT; highly
Sequence number of the record recommend

externalSegN .
request sent by the external 10 Numeric ed for

umber
customer trouble-

shooting
Numbert2 f R SPND &

S No special characters or spaces 9 Numeric REQ
allowed.

Numbeh2 f RSNQR& 51 4GS
Fomat =MMDDYYYY

MM is month; entertwo digitvalue
(01c12

dateOfBirth  ppis day; entertwo digits (01¢ 31) 8 Numeric REQ
YYYYsyear, enter4 digitvalue
Use numeric characters only. Letter
hyphens, slashes, spaces or any otl
characters are not allowed.
bdzYo SNJ | 2f RSNRA

lastName If the Last ldme islonger than 20 20 Alpha REQ

enter the first 20 characters.
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Must contain at least 1 character.

Alphabetic characters only. Number
hyphens, slashes, or any other
characters are not allowed and
should be replaced with a space.

9EIF YLX SY hQ. wL9b
as O BRIEN.

Spaces are allowed.

No suffixes (Jr., Sr., etc.)
bdzyo SNJ I 2f RSN A

If the First Name is longer than 15
enter the first 15 characters.

Must contain at least 1 character.

firstName Alphabetic characters only. Number 15 Alpha REQ
hyphens, slashes or any other
characters are not allowed and
should be replaced with a space.

9EI YLX SY hQ. wL9bD
as O BRIEN.

Spaces are allowed.

Input middle name

If supplied, and middle name is
longer than 15, enter the first 15
characters.

Alphabetic characters only. Number
hyphens, slashes or any other
characters are not allowed and
should be replaced with a space.

9 El YLX S Yshoul@be erteted
as O BRIEN.

middleName 15 Alpha OPT

Spaces are allowed.

Indicates Numberblder consent
signatureType signature type. 1 Alpha REQ

Valid values are:
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G 9 ¢ 2distoin& érovided
electronic signature

a2 ¢ 2¢ddisdniet provided
wet/ink signature

7.2 Data Content for Response

The following data will be returned in the Response from the eCBSV Service to the client.

Records returned in a bulk request will be in the same order as the records submitted.

Response

Field Type
Field Name I yp Comments

[ Format

RESPONSE HEADER

From Request Header

externalTransaction|D 36 A/N ) )

if supplied
globalTransactionlD 24 A/N Generated by SSA
exchangelD 20 A/N From JWT token
RESPONSE BODY
externalSegNumber 10 Numeric = From request body

AYe ¢ verified (SSN data
YFGOKSa {{! Qa

verificationCode 1 Alpha
ONE ¢ not verified (SSN data dil
notYl G OK {{! Qa
GYe ¢ deceased
OoNE ¢ not deceased
deathlndicator 1 Alpha

Blankg not checked

Dl is only populated when
verificationCode =)
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Error Code at the transaction

errorCode 4 A/N
level
o Error codedescription at the
errorCodeDescription 100 A/N ) P
transaction level
recordErrorCode 4 A/N Error Code at the record level
Error code description at the
recordErrorCodeDesc 100 A/N P

record level

7.3 eCBSV Error Codes and Exception Handling

The eCBSV service will provide an Error @attea corresponding http Code indicating that a
run time exception occurred during the call, as explained below. Your account balance will not
be decremented in the event that any of the following errors has occurred.

Error Code Error CodeDescription http Code

429 Too many requests. Exceeding requests per second limit* 429
4000 Exchange ID is required 403
4001 Exchange ID is invalid 403
4002 Your account is not in good standing 403
4003 Forbidden 403
8000 EIN is required 400
8001 EIN is invalid 422
8002 The Permitted Entity Certification is invalid 422
8003 Insufficient balance 422

8004 Bulk transaction: number of submitted records exceeded maxiftiur 400

8100 Input Date of Birth is invalid 400
8101 Signature type mudte W or E 400
8103 Input SSN is invalid 400
8104 Input first name is invalid 400
8105 Input last name is invalid 400
8106 Input middle name is invalid 400
8201 An error occurred;, your account was not decremented*** 500
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